CopepxaHue

TIPEBMCIIOBUE ...ttt ettt b st s e esesnans 12
BRATOBAPHOCTM ...ttt ettt s e aseseneas 13
06 ITOM KHUFE..........oeeeeiieeeeeeie ettt st s s s s s s s s s sssesessnssansnsens 14
00 QBTOPE ...ttt sttt sttt et et a et et et et s as e s s s s nnnnans 16
[MaBa 1. TIPEXKAE UEM HAUATD ..........ooiiiiereieietete ettt s s sesesenas 17
1.1, JI7IST BAC JIM OTA KHITA? «.uuunnnnnnennnnnnnnnenesesssssssessssesesssesssesessseseseseeseeeeeeeseeeeeesessssssssssnns 17
1.2. KaK TO/Tb30BATBCST OTOM KHIUTOM ..euuueuerererurererererererresesessseseseseseseseseeseeeeseeseesesesesesssssssssns 18
1.2.1. OCHOBHDIE TJIABDBI .eeertrerereeeeeeeeeeeeeeeeeeeeesesesssssssssssssssssssnssnsnssssssssssssssssesssssssssssssssesesees 19
1.2.2. TIPAKTUUECKIE BAHSITUS e eeeeeeeeeeeeeeereeeresesesesasesasssssessssssssssssssssssssssssssesesssssssssssssssenees 19
1.2.3. VITIYOITIEHHOE VIBYUEHIME «.cuuveenrrerureesseesseessessseessseesssesssessseessssesssessssessssessseessseensees 19
1.2.4. JTIOTIOITHIITEIIBHO «.evvuueereneneerunneeerrsneerssneeesssnsessssseeessssnsessssnesssssneessssnneesssnneesssnneessnns 19
1.3. TIPAKTUUECKIE COOOPATKEHUAST «enurvrerenrrreearreeeaasseesssseeasseesasssssssssssesssssessssssessssssessssesanns 19
1.3.1. BBIOOD TECTOBOTO OOOPYHOBAHMSI «veuuevreeenreeeeaneresasssesessesessssesessssssssssessssssessssseeenns 20
1.3.2. PacCMOTPUM BUPTYATBHYIO JTAOOPATOPIIIO «.eeeevvrerenrreeeareeeeseresasseeessssesesssseesssseeenns 21
1.3.3. TIpakTMKa B YCIIOBUSIX PEATTBHOM COTM cererererennnnnnnnennnnuennnensnnnesnserereeereeerereseeeeeeees 21
1.3.4. Moy peKOMeHALUY [IJIST BALIE TECTOBOM CPOIBL...evveerreerueneeeeeeraannrreeeeessannnneeeeees 22
1.3.5. Bepcun onepalitOHHOM CUCTEMBI CiSCO [OS.....coouiiiiiieiiiieiiieecciee e 22
14, OHITAIH - PECYPCBLcceeeiiuueeeteeeeeerteeeeeaeaneeteeesaaanstaeeeeaeenssteeeeaeaansneeeesesanneeaeeesaasnneeaeens 23
1.5. 3amMmeuaHye 110 MOVUM PEKOMEHTAIIMSIM ....eeeeeeeeeurerreeeeeeerssseeseessssssssseseesanssssssesssesssssseses 23
1.6. HememyieHHO cTaTh 3G (MEKTUBHBIM aAMUHUCTPATOPOM CETEM ..uvvreeerrreeerrreeerreeeeaveaanns 24
MNaBa 2. YT0 TAKOE COTU CISCO?.........ooeiieeeeeetcetctete ettt 25
2.1.IIpaBma 0 KOMMyTaTOpax U MapuIpyTM3aTopax

2.2. MAC-QIPEC. e eeeeeteeeeieeiiieeeeeeeeiereeeesessnneaeeesesnneaeeees

2.3. Ethernet-kazp: 60/bI110it KOHBEPT
2.3.1. Korga Bce TOBOPSIT, HUKTO HE CAYLIAET ...............

2.4. lIIMPOKOBEUIATEIBHBIE IOMEHDBI ...cceeernnuereeeereaanneeeeeeeaaanneeeeeessannneeeeeas
2.4.1. i36aBiieHne OT JaBUMHHOI nepemaun: tabnuia MAC-agpecos
2.4.2. PazneneHne MMUPOKOBEIIATETBHOTO JOMEHA ...ueuerenennnnnnnnnennnnrenens .... 33
2.4.3. CoemyHeHMe MIMPOKOBEIIAaTeIbHbIX JOMEHOB
2.4.4. Anpecanys yCTPOMCTB 3 Pa3HbIX LIMPOKOBELIATEIbHbIX JOMEHOB

2.5. Anpeca nipotokosia IHTepHeTa................
ST U i (= § 5 2
2.5.2. Munemma: IP- mit MAC-afPEC.....eeeeevreeeereaaanns
2.5.3. ARP: mpoTOKOJI OTIpefeneHus aapeca



6 < CopmepxaHue

2.6. CBSI13b IIMPOKOBEIATENbHBIX JOMEHOB C TOMOIIBI0 MAPIIPYTUA3ATODA. - evveeeeeennnereeeesss 39
2.6.1. 0 TBI? VI TIE SI? ceeeeeeeeeeeeeeeeeeeeeeeee e e eeeeeetaeeeeeeeeeeeaaasaeaeeeeeesesssssaneeeeesssessnnnnnneeans 39
2.6.2. OTIPEIEITEHME TTOICET  ceeeeererererererereeerasassssasssssssssssasnsssssssssssssssssssssssesssssssesssesessseeens 39

2.7.Tlepecpliika MeXIY JOMeHaMM C MICIIO/Ib30BaHMEM ILITI03a [10 YMOMTYAHMIO. ..cceeruneeernnnne 42

2.8. VripaBjieHye MapuIpyTU3aTOPAMU U KOMMYTATOPAMM eeevererererereeerasaseneaesasnnnnnnsnnnsnsnnnnns 46

2.9. TIPAKTUUECKOE BATAHVAE ...vvvevrrrrvrrerererererereeeeeeeseseeeaeeeeeaeaesesesesesssesssssasssssssssssnnsnnnnnnsssnsnne 46

Maea 3. Kpatkuii kypc no onepaumoHHoi cucteme Cisco I0S ..., 47

T TR b o 2 (0T [ 47

3.2. ABTOpM3aLMST HA YCTPOMCTBAX CISCO wevveeerieeiuiiiieiieeietteee e e inttee e e e e ee e e e e eeeeeee e e 48

IR TRD 101 1 F: 2 i 1R o Vo ) 2NN 50
3.3.1. OUTBTPALIMST BBIBOLA c.uuuuuenennnennnnnnnnnnnensnensnssssssesesssesssessssseseseseseseesesesseessssesssssssssssas 53

3.4. imeHTUOUKALIMS BEPCUU Y TIAKETA [OS ...oiiiiiiieciiieeciieeeeiteeete e e seeeeeeee e eeveeeeeeeeeennes 56
3.4.1. HOMEPDA BEPCHI ceeeeieeeeeeeeeeeeeeeeeieieseaevesesesesesereseseseseseseseseseseeeeseeeesesesesesesesssasans 56
B4 2 TIAKETDI «eteeeieeuunreeeeeeeeittteeeees ettt eeeeeanrtaeeees e asaaaeeesesssnsaaaesesesnnsteeesesanseaaeessansnsees 57

3.5. [IpOCMOTD PABOUETT KOHMUTYPALIMM «evvveenrrernrersueessveesssessseessseesssessssessseessssesssessssesssaesns 57

3.6. VizMeHeHMe PAGOUETT KOHDUTYPALINM ..veeerreeerreeereeeireenreesseeseseesseessseesseessseesssessssessaeenns 59

3.7. CoxpaHEHME KOHQPUTYPALIMAM BATTYCKA 1eeuuvreeeenrreeesrreeesseeeesseesssssseesssesessssesessssessassssesnnses 61

TR T L)1 =12 01 £ 1 4 Lo YRR 62

3.9. KomaHbI, MCTIOTb30BAHHBIE B ITOM ITTABE..ceeeeeeeeeeeeereeeeeeeeeeeeeeeeseeeaeaasesesnnnnnnnnnnsnnsssnsnsnns 64

3.10. [TPAKTHUECKOE BAMAHVIE ..evvvrvrrrrererererereeeeeeeeeeeeeeeeeeeeeeesesesesesssssssssssssssssssssssssssssssssssssssnns 64

MmaBa 4. YnpaBieHNe NOPTAMU KOMMYTATOPA ........c.ceveurerererereneessssssssssssesesesesesenes 65

4.1. IIpocMOTp COCTOSIHMS ITOPTa

4.2. BKIIIOUEHME TIOPTOB ..ceevevererenens
4.2.1. Komanpa interface range .70
4.3. OTKITIOUEHME TTIOPTOB eeveverererereeeeeeeeeeeeeeans e 71
4.3.1. TIouCK HEMUCIIOMb3yeMbIX UHTEePENCOB ............. .72
4.4. sMeHeHMe CKOPOCTU MOPTA U OYIIIEKCA ..oeeverereennnnn. .73
4.4.1. CKopocTb .. 73
4.4.2. IYTIIEKC «.vvreeerenenennnnns ... 74

4.4.3. ABTOCOT/IacCOBaHMe .74
4.4.4. VI3MeHeHMe CKOPOCTH TIOPTA............ v 75
4.4.5. VIaMeHeHMe AyTUIEKCHOTO peskuMa .76
4.5. KoMaHIbl, UCII0JIb30BAHHbBIE B TOM IVIABE................. 77
4.6. [TPAKTUUECKOE BAMTAHMIE ..eeeeeeereerererererererereeaaaasesesasasasssssnssssssssnssssssssssssssesesesesesemeseseseeeeees 78
Maea 5. 3awmra nopToB ¢ nomoLubio TexHonoruun Port Security.......................... 79

5.1. Kondwurypauyst MMHMMaIbHOTO YpoBHSI yHKIMK Port Security ....
5.1.1.TIpemgotBpaitnenue ataku o MAC-agpecy
5.1.2. PEXXMM HAPYIIEHMS . c..uvveeenereernneeanns ... 84

5.2. IIpoBepka GyHKuun Port Security

5.3. [TepeMenIeHME YCTPOMCTB ...eeeveeruveeruvennne .... 86
5.3.1. POrt SECUTILY TIOMHIUT BCE! . uieiecureeeeiuieeeeeieeeeeireeesseeeeassseesassaeeessseeeessssesssseeesssesensnns 87




Conepxanue *¢ 7

5.3. 2. BPOMST CTAPEHMS cceeeeeeeerreeeeeeeenrereeeeeeeinseeeeeeeaesasseessesassassesssssssssssesesssssssseessansnsens 88

5.4. 3ampellieHMe JOCTYTA HEABTOPU30BAHHBIX YCTPOMCTB.ceuveerueeeurerarerareeraneeeneseeeesneenane 90
5.4.1. O6ecreueHre MaKCMMaJIbHOI 3aLIMThI C TOMOIIbI0 GyHKLIMM Port Security......... 91
5.4.2. «JIUTIRVE» MAC-QIIPECA vveeeeeeeerrrrieeeieeiirreeeeeeeerrreeeseesansareeesssssssssesssssssssssseessesssnsees 91
5.4.3. TIpegoctepeskeHyie 0 «IUIKIX» MAC-AIPECAX .vvvveeeeeeerrrrreeeeeeiirrreeeeeeeesrereeessenssnnees 94

5.5. KoMaH/IbI, VICTIOTb30BAHHBIE B DTOM ITIABE.........uuvrreeeeeeenrrereeeeeesnnreeeeeeeesssssseseeeeessssseeens 94

5.6. TIPAKTUUECKOE BAZAHIIE ....uvveeeeurreeaanrreeansseeaaasseesssssessssessesssssssssssssassssssssssssesssssessssssnnnes 95

MmaBa 6. YnpaBneHne BUPTYaIbHbIMU IOKANIbHBIMU CETAMM .........cocvnenerererererennnns 96

6.1.YTO Takoe BUPTYATbHAS JIOKATIBHAST CETDB? ceeeeruuuuirrieeraaaineeeeeesaaanneeeeeesaannneeeeesaeannenneeeens 96

6.2. VIHBeHTapu3auysi BUPTYQIbHBIX JIOKATBHBIX CETOM . c.uuvieriruriereureeiiiieeeinneeeereeessreesennne 97
6.2.1. Ba3a JAHHBIX BUPTYATTBHOM COTM ...eveerrrerurreeeeereererreeesesssnseeeessssssnseessessssssnseeessssns 97
6.2.2. BUPTYa/IbHAST CETD IO YMOITUAHMED .eeeeeeeeeerenennnnnnnnnnnennnesenensssssrssesesesesemeseseseseeeeees 99
6.2.3. CKOJIBKO BUPTYAIBHBIX CETEM CO3MABATD? ..eeeeeeauuerreereaaaunreeeeeaaaannreeeeeasamneeeeesaannns 99
6.2.4. [InaHMPOBAaHVE HOBOM BUPTYATIBHOM CETM c..uuuveerrurierenriereireesereesessneessneessenseesns

6.3. Co3aHMe BUPTYATbHDIX JIOKATTBHBIX CETEI vvvuuvrreeererrerurreeerenesnrreeeesessnnneeeessssssnnneeees

6.4. HazHaueHMe BUPTYATbHBIX JIOKATTBHBIX CETEM ...eveeeerreamerreeeeanaineneeeesaanneeeeessaannenneeeens
6.4.1. TIpoBepKA KOHMUTYPALIMM TTOPTA +eeeruvreerrrureerssureesssseeeessseesssssseesssseesssseesssseesssssees
6.4.2. HacTpoiiKka JOCTYTA K BUPTYATBHOM COTM .eeeruvrerrerrerarreerenureeseanreesaaneeesesnseesensnees
6.4.3. HacTpOoJKa PESKMMA TOCTYIIA ceerererererararararnnnnnnnnnmnnnnnnns

6.5. BupTyanbHas ceTb IJisl TPOITyCKa TOJI0COBOTO Tpadmka

6.6. PaboTa B CO3TAHHBIX BUPTYATBHBIX CETSIX veervvreerrnreeraeeeenns

6.7. KoMaHbI, ICIIOTb30BAHHBIE B OTOM ITIABE .eeeeeeereeeeeeeeeeeeeeeeeeereeesesesesesesesssnnnnnnnnnnnnnnnnnns

6.8. TIPAKTHUECKOE BATAHVIE ...eevevvrrrrrrrererererereeeteeeeeeeeeeeereeeesesesesesessssssssssssssssssssnssssssssssssssnne

Mhaea 7.MpeononeHue 6apbepa BUPTYasIbHOM CETU

C NOMOLLbIO KOMMYTUPYEMbBIX BUPTYAJZIbHbIX MHTepd)El‘aCOB ................................. 109
7.1. CoeqyHeHNE «BUPTYATIBHAS CETb — TOMCETDY ceeeeeerererererannnnnnsnsnnsssnsssesnsesessserenemeresesesees 110
7.2. KOMMYTATOPBI WJIM MAPIIPYTU3ATODBI? cnenneereeeeeaaanenrteeeaaaanreeeeeeaasnnreeeeessanneseeesaannns 114
7.2.1. BKIIIOUEHME [P-MaPIIPYTHBALIMI c...eeveeennirierieieeneetesesrte s sineesesseeessnneesenssessenseessns 115
7.3.YTO TaKOE KOMMYTUPYEMbIE BUPTYATbHBIE MHTEPPEMCDI?. o eereeeenereeeerreeeeveeeeeveeannnns 116
7.3.1. Co3pmanue v KOHOGUTYPUPOBAHYE SVI-MHTEPDEACOB. ...cevvverreerrereieeieerrieneeene 117
7.4. ILIITIO3BI TIO YMOITTAHMIO ¢ uuuueeteeeeeaauneeeeeesaaannseeeeaaaaanseeeeesaaaanseeeeeesasannseeeesesannnnseeesaannn 119
7.4.1. TecTupoBaHye COeAVHEHVS MEXAY BUPTYATbHBIMU CETAMMU.....eeerrumreeraveeereneenens 120
7.5. KoMaHIbl, ICTIOJIb3OBAHHBIE B OTOM ITIABE ....vvvereeeeeerrereeeeeeeersrereeeeeessssseseeeseessssseeeeenens 121

7.6. [IpakTuyeckoe 3aaHue

Mmaea 8. HasHaueHue IP-agpecoB ¢ ucnonbsosaHuem nporokona DHCP.......... 123
8.1. KOMMYTaTOD MUV HE KOMMYTATOD? ..ueuueeeteeeraauureeeeeeaaaunreeeeeaaaanseeeeesassanneeeeessaannnnseeeens 124
8.2. KonoburypupoBaHmie DHCP-cepBePa CiSCO .cuuuiruirriirrieriieneeeeteeeeeeiee e eeaeeseneeseeenn 124
I B Q15 t= Tk i 78 11 o =T olo ) : SR 125
IO ] 5511717 SRR 126
8.2.3. BPEMST QDEHIIBL. ... .eetteeieeuuneeteeeeeeannteeeeeeeeaaateeeeeaeansrteeeeeaannraeeeeeeeannteeeeeaeasnnaeeeeas 126

8.2.4. TIoaceTvt U BUPTYAIBHBIE JIOKATBHBIE CETM . ..uuuuuunnnnnnnnnenenenenenenerererererereeerereeeeeeeeees 127



8 <+ CopepxaHue

8.3. HacTpotiKa Iyma DHOCP ...ccooiiiiiiiiieee ettt e 127
8.4. VckiioueHne afipeca 13 CIIUCKA BbITABAEMBIX QJIPECOB ....ccererrumrrreerrenrunreeeeeeeasnnreeeeas 129
8.5. Hacrpoiika ycTpoiicTB ajis 3arpoca agpecoB y DHCP-CePBEPA ...cccvveeeeeeeeeeereeeereenn. 130
8.6. AccounyipoBanue mysioB DHCP ¢ BUPTYQIBHBIMY CETIMM c..unnunneveeerraannneeeeeesaannneeeeens 132
8.7. Cozpmanue BTOPOTO MYITA DHOCP ....coiiiiiiiiiiieeeeee et 134
8.8. TIpocMOTP aPEHABI DHOCP .....eeeiiiiiiiiiiteeeeeeee ettt e e e s nree e 136
8.9. cnionb3oBanme DHCP-CcepBEPOB APYTUX KOMITAHMM ceeevererererererererenananenenasnnnnnnnnnnnnnnns 136

8.9.1. Pemenue mpo6emsi repegaurt DHCP Discover ¢ IOMOIIbI0 KOMaHIbl

Y0 01 §o TS =T (6 (=T USR 138
8.10. KoMaHIbl, CIIOJIb30BAHHBIE B OTOM TTIABE ....cccevvrrrrnneeeeeerererennneseeeeessesssnnnseesessssssssnnnns 139
8.11. TIPAKTUUCCKOE BATAHIIE .ceeeeuuerreeeraaauneeeeeeaaaaanreeeeeaaesnstaeesesssnsneaeesasssnseaeessassnnnseeees 139

Masa 9. 06ecneyeHne 6€30MaCHOCTU CETU C MOMOLLbIO CMTUCKOB

KOHTPOJIA BOCTYMA. ......oiiiiiiiiiiiiiiiiiceee ettt eeeeeeti e e s e e e sesast e e s e eesssassssaaeseesasnees 140
9.1. B1OKUPOBAHME TPADUKA <IP—IP»..c.eeriiiiiiiieieiieeeeiteeeieeeeecteeeseeeeeeteeeseeeesnaeeseneaeeens 141
9.1.1. Co3maHue CIIMCKA KOHTPOIIS JOCTYTIA ceeeeeeeennnnnnnnnnnnnnnennnensnensnsssssseserereresemeseseseeees 142
9.2. IIpuMeHeHMe CICKa KOHTPOJISI TOCTYTIA K MHTEPMETACY . .veeereeeieeeiiieeeieeeeieeeseieeennn 146
9.3. BIIOKMPOBKA TPADUKA «IP-TIOZCETE ..eeerurrreerureernereeraireeeenaeeeesseessssseeessseessssseesssseeenns 148
9.3.1. TTOACTAHOBOUHBIE MACKI ...cevvueeeerenneeerenneerrnneeerssneessssneessssneessssneeessssnsesssneesssssnneens 149
9.3.2. 3aMeHa CITUCKA ACL..c.eeeeieiiiiiiieeee ettt e e e e e e e e 150
9.3.3. IIpuMeHeHMe CIMCKa YIIPaBAeHMs JOCTYIIOM K KOMMYTUPYeMOMY
BUPTYATBHOMY MHTEPMEIICY ..vveeuvrervierrernreerseesieeesiseesseessseessseessseesssessseessseesssessssassssesn 152
9.4. biiokupoBaHye TPAPUKA «TTOICETD—TIOMCETD «.vvvrreeerrerurreeeeesserrsrreeseenassssssessssnssssseees 153
9.5. KoMaH/IblI, ICTIOIb30BAHHBIE B ITOM ITIABE........uvveeeeeeeeeurreeeeeeeanreeeeeeeesinssesseeeeensssseeeens 157
9.6. TIPAKTHUECKOE BATAHVIE ....euevererrrerererereeereeeeeeeeeeeeeeeeeeeessesesssesesesssssssssssssssssssnnsnsnsnsnsnsnnnn 157
Maea 10. HO.D.KJ'IlOlIeHMe KOMMYTAaTOpOB C UCMNOJIb3OBAHUEM TPAHKOB ............. 158
10.1. ITogknoueHre OTTOTHUTETBHOTO KOMMYTATOD A ccceeeeeuueereeerraaannereeeesaaannreeeeessasannneee 159
10.2. [IpMHUMUIIBI TDAHKOB BUPTYATBHOM CETM ..veeiunriereirreerenieeeiertesesreesessreesesnseesessseesensnees 160
10.2.1. HacTpoiiKa TPaHKA BUPTYATIBHOM COTM cuunenrnenennnnnnnennnenenenesennsnnnsnrnrererererereeeeeeees 161
10.2.2. Hacrpoiika ripotokosna DTP fjist aBTOMaTHMueCKOro COrjiacoBaHMs TPaHKA ........ 162
10.3. HacTpOiKa KOMMYTATOPA 2 ...eueeieiiieiieeiiieeeeeeeeirtee et e et e e e e e e eeee e e e s e e enseeeeeeseesanneee 164
10.3.1. HacTpoiika BUpTyaJbHbBIX CeTell Ha JOMOMTHUTEIbHOM KOMMYTATOPE................ 166
10.4. TlepemeleHye YCTPOVCTB HA APYTON KOMMYTATOD cevverreeeeeeeeeeeeeeeeeeeeeeeeeeeeeesesesesasanans 167
10.5. VI3MeHeHMEe MHKATICYIISTLIMM TPAHKA ...ceeeueeererureeensureersiseeeessseesasnseesssseesssnseesssseesssseees 169
10.6. KoMaHIbI, UCTIO/Ib30BAHHBIE B OTOM TTIABE ....cccevvverueeeeeeeerrerernnnneeeeeessesssssnneeeeesessssssnnnns 171
10.7. TIDAKTHUECCKOE BATAHME ccceeieeeeeereeererereaaaaaaaaeaaaannsnenennsnsssnsnsnsnsnssesesesaseseseeeeememeeeeeeeeee 171

Maea 11. ABToMaTUuecKas HaCTpoiKa BUPTYaibHbIX ceTel

€ MOMOLLBI0 MPOTOKOJMA VTP ..o
11.1.TIapa C/IOB B TIPEIOCTEPEIKEHVAE ....uuuererurnrnrnrnrnnnrerrrrereereeeeeeeeeeseeeseeeseeeeeeeeseseseesesesssanens
11.2. Hactpoiika KommyTtaTopa 1 B kauectBe VTP-cepsepa....
11.3. Hactporika KommyTaTopa 2 B KauecTBe VIP-KIMEHTA ..................
11.4. Co3pmaHne BUPTYaIbHBIX CeTeil HA KOMMYTATOPE 1 .covveueiiiiieiiiiiiieeeeeeeiieeeee e




7

ConepxaHue ** 9

11.5. BRITIOUEHME VTP -OTCEOUEHIAST ....uvvvreeeieeenrrrreeeeeeeiurreeeeeseeasssresseessesssssesssesssnsssssessesssnnnes 180
11.6. KoMaHAbI, ICIIOTb30BAHHBIE B OTOM ITTABE ...evvvrrrrrrrerrrrrereeerereeeeereeeeeeeeeeseeeeeesesesesesenans 185
11.7. TIDAKTUUECKOE BAIAHME. ... uuuuennennnnnennnnnnnnnnnnrnenenreteereetereeeeeeeeeeeeseseeeseeeeeeseseeseseeesesasesens 185
Maea 12. 3awmra oT neTenb KOMMyTaLMK C NOMOLbIO NpoTokona STP.......... 186
12.1. Kak paboTaeT MPOTOKOI STP.......oiiceiiieeiiieeeeiieeecteeeeireeesseeeessseeesssaeessssessssssssnssns 188

12.1.1. Kak mpoTokos STP meiicTByeT B CIydae MOTEPU COCOUHEHMST «...uuumeeeeeeaaannnneeeenns 190
12.2. TIDOTOKOI RSTP ...ttt ettt ettt e s s s s 193
12.3. PERUM POTTFAST. ettt e e e e eeeeeeeeeeeeeeesesesaeaeaesesenanns 195
12.4. KoMaHIbI, UCTIO/Ib30BAHHBIE B OTOM TTIABE ...cccevvrrrueneeeeeererrrsnnnnaseeeesssssssnnnssesesessssssnnnns 197
12.5. TIDAKTHUECKOE BAAHMIE .vuuvreeeurrerarurreesneeeessseessssseessssseesssseesssssseessssseessseessssseesssssees 198
Maea 13. OnTMMKM3auMa ceTU C UCNOIb30BAHUEM KaHANOB MOPTA...................... 199
13.1. CTaTMuyecKuit Wiy AMHAMUYECKMUI arPeTMPOBAHHBIN KAHA? . ...uvereeureerennreerenreerennnees 200

13.1.1. CtaTnyeCcKuii arpermpOBAHHBIN KAHA......cuveeereeenumeeeeerseennnnee
13.1.2. lMHAaMM4IeCKIi1 arperMpoOBaHHbI KaHal
13.2. HacTpoiika [uHaMMU4YeCKOTo arperMpoBaHHOrO KaHajla C TOMOIIbI0

TIPOTOKOTIA LLACP ... ettt et e e e e et e e e e e e e e e e e eeeeesesesasassssssssssssssssnssssssssnnn 201
13.3. Co3paHye CTaTUUeCKOTO arPerMPOBAHHOTO KAHAMA «.euvveerrureerinureerrsnreesssreesesnneesennnees 205
13.4. MeTOAbI OATAHCUPOBKI HATPYSKI ..uvvreereureeeaenreereasreesasseeeessseeesssseesesssssesssessssssesssssanes 207
13.5. KOMAHIDBI B OTOM TTTABE. .. .uuuueuenenenerenssssssssssssssssssssssssssssessseseeesseeesseeseeeseesereseseeeesesesesns 211
13.6. TIDAKTUUCCKOE BAMAHIAE ...uuenenenenenerunnnnrnrersrsreressrerersesesssesteeseseseseseeseeeeeeeeeeeesesesesssssesns 211

Maea 14. 06ecneyeHne MacwTabBMpyemMoCTH CETU NyTeM COBMECTHOTO
MCMOJ/Ib30BaHUSI MApLUPYTU3AaTOPOB M KOMMYTATOPOB............ccovvneerereerrrnseenenenenns

14.1. KoHGUTYpaIs «MapIIPYTU3ATOD-HA-TIATIOUKED vevveerurerrrersrrersreessseessseessaessseesssesnnees
14.2. TlogxntoueHre Mapupytusaropa 1
14.3. HacTpoyiika cyOMHTEPQENICOB................

14.4. Tabmuiia IP-MapIIPYTUSAINMN «...eeeeeevreeenreeeeenreeeannns
14.5. TIpuMeHeHMe cricKa JOCTyIa Ha cyouHTepdeiice ..
14.6. KomaHbI B 9TOM I1aBe....
14.7. TIDAKTUUECKOE BATAHME  ccceerereerereeererereaaaeaaaasasaasnnsnsnssssssssssnsnsnssssssesssmseseseserememeeemeeeeee

Maea 15. HanpaBneHue Tpadmka BpyuHyI0 € UCNONIb3OBAHUEM
TAGULDI IP-MAPLUPYTUSALMM..........cocvveeieiieee s 226

15.1. MogkimoyeHre MapmpyTnsaTopa 1 K KOMMYTATOPY 2...cecevrererrrrerenreeeesreeeenneeesesneens 228

15.2. HaCTPO#Ka TPAH3UTHBIX TIOTCETENM ..vvveeeurreeeereeeeisreeessreeaaseeesassesssssssessssessssssssssssnnes 229
15.2.1. HasHaueHue TpaH3UTHBIX [P-apecoB HeImocpeacTBeHHO GU3MUeCKUM
VIHTEPMEICAM ...uvvieeeeieeeeereeeeeeeeaasreeasssaeassseaeassseeasssssesssssssssssesssssssessssssesssssssnssssessnssees 230
15.2.2. HasHaueHue TpaH3UTHBIX [P-afpecoB cybuHTepdeiicam
VA B 70 5 <] 0100 1<) 7 (=1

15.3. VoaneHue TpaHKa MEXIY KOMMYTATOPAMM .............

15.4. HacTpoiiKa IITI030B 110 YMOTUAHMIO «...veeruveeruveennenns

15.5. Cosmanue nynia DHCP niia nomcetn Executives




10 < Copepxanue

15.6. KoMaHAbI, VICTIOTb30BAHHBIE B OTOM ITTABE ...evvvvrrrrrrerererrrrrerrerreeerereeeeeeereeeeeeeeeeeeesesenens 242
15.7. TIDAKTUUECKOE BAMAHMIE. .cc..uvreeeeurreeeerereeaanseeeaasseeasssssessssssessssesssssssssssssssesssssesssssessssssnes 242

maBa 16. MHTEHCUBHbINM KypC MO NPOTOKO/IAM AMHAMUYECKOMN
MAPLUPYTUSALMM .......ooeeeiceieneeeaeaeae s esseseessssasssssss st essssessssssssssssssassssnssessssssessssnsns

16.1. UmeHTU(IUKATOPHI MapUIPYTH3aTOPOB
16.1.1. Hactpoiika 100pback-MHTEPMDEMCOB .....cecveervierrireierieeiteereeete st e
16.2. HacTtpoiika MPOTOKOIA EIGRP ........uuuiiiiiiiiiiiiiiiiiitiirrrcreeeeeeeeeeeeeeeeeeeeeeeeee e e e e e s e e e e e e e ae e
16.2.1. BbIOOP HAVITYUIIETO MAPIIPYTA «vveeeerreeranreeeaanseesesssseeassesesassssesssssssesssssessssessssssees
16.2.2. MapIIPYTUBALMST TIPY COOSTX . eernnrrrerrurreeraieeeessreesssseesssseeesssssessssssessssssessssessssnsees
16.2.3. BeiBogbI 110 TIPOTOKOITY EIGRP ...cciiiiiiiiiiieeecceeeeeerererereee e eeeeeees
16.3. TIpOTOKOJ OSPF.....ccoiiiieiiieeeeeeineeenn,
16.4. KomaHbl, UCII0/Ib30BaHHbIE B 3TOJ IJIaBe
16.5. TIPAKTHUECKOE BAZAHIAE ..eeeuevreeeeurreeesereeaaasseeaassseaassessssssssesssssssassssessssssessssssanssssssssnees

[naBa 17. OBHAPYIKEHNE YCTPOMCTB..........c.oveveverererererererernsssssnsnsssssssessssssssesesesesesesenes

17.1. CuieHapyM OGHAPYIKEHMST YCTPOTICTB .vveeeuvrrererreeresrreeesssreeasssesessssssesssssessssessssssssssssenes

17.2. OTarnbl OOHAPYIKEHMS YCTPOTICTBA .eveeureremrerrurerrterreeeueesesreenseesaseessesensessseessseesssessnees
17.2.1. TIOMYUEHME IP-QPOCA . .ueeeeeiieeeiieeteee ettt e e et ce e e e e eeee e e e s e emeee e e e e e nneeeeeas
17.2.2. O6Hapy>keHMe YCTPOICTBA 10 TIOCTETHETO IMTEPEXOA .vveeerrreeaarereeassveeessnseeensneees
17.2.3. TIomyueHME MAC-aJIPECA.c...uviiiieriiiiiieeitteeette st set et eree s ssae e s eaneesenanes

17.3. lIpumep 1 — OGHAPYKEHME CETEBOTO ITPUHTEPDA ..uvvveeeerreeernrreeeasreeesssseessseeessssessssseees
17.3.1. O6HapyskeHMe MOCIeIHEro Mepexoza ¢ MOMOIbI0 KOMaHAbI traceroute
17.3.2. TIPOTOKOII CDP ..ottt aaa e re e e ea e e e aeaaaaaaaes
17.3.3. [Tonyyenne MAC-agpeca yCcTpoiicTBa
17.3.4. TIpocmoTp Tabmuiibl MAC-aIpecoB........c...c......

17.4. OGHAPYIKEHIIE CEPBEPDA vveuureerreerurerareesseessseesssesssessssesssessssessssesssessseesssessssesssees
17.4.1. O6Hapy>keHMe MOCTeIHETO Mepexoa C ITOMOIIbI0 KOMaHIbI traceroute
17.4.2. TTonyueHyie MAC-aZpeCa YCTPOTCTBA «eeruvrerrurrerenureernnreeeeinreeseneesssseesssseesennnes
17.4.3. TIpocMOTP TAGIMUIIBI MAC-AIPECOB ....veeeeerreeeerreeeerreeeirreeeeisreeesssesesseesssssesessnsees

17.5. KoMaHIbl, ICTIOJIb30BAHHBIE B ITOM ITIABE ...ccceeuvrvrereeeeeenrereeeeeeeeennnreeeeeesesnsssseeeseessnnnes

17.6. TIPAKTUUECKOE BAMAHIE. .. uuuuenenennnenunnrnrerererereressreeesseseststeeseeeseeeseeeeeseeeeeseeeeesesesesesasasns

Maea 18. 3awwmTa YCTPOMCTB CISCO ......oeeieiie s 275

18.1. Co3panue NpUBWIETUPOBAHHONM YUETHON 3aTIACHU TOMB30BATES «eeeeernnnnreeeeeerannnnees 276
18.1.1. [IpoBepka yueTHOI 3amucu
18.2. PexoHGUTYPALUS TAHUI VTV .conniiiiiiiienieenreeeeeeeeeeeeee et
18.2.1. Brimtouenne moctyma 1o SSH u 3ampet mocrtyma o Telnet
18.2.2. Orpa"nmuyeHne 1ocCTymna 1o nporokony SSH ¢ ucronb3oBaHmeM CIIMCKOB
TLOCTYTIA c.veereueeeeenrterauseesaneeeeasteesanseessanseesenstesensneeeanstesaanseesasaeesasnseesansaeesanseesannseesannnes
18.3. 3amuiiiaeM KOHCO/IbHBIV TOPT
18.4. KomaH b1, UCII0/Ib30BaHHbIE B 3TO¥ IJIaBe
18.5. TIPAKTHUECKOE BAZAHIAE «.eeeevrereeurreesanreeeannseesasseeasssssesesssseessssssessssesssssssesssseesssssessssssees



Copepxanune <+ 11

Maea 19. CopeiictBue YCTPaHEHUI0 HeNnoJiagoK C NOMOLLbIO

XKYPHATUPOBAHUA U OTNIAAKMU ... e e e 285
19.1. HaCTPOWIKA SKYPHAIMPOBAHMS «...vverurreereunreerenreesenreesesaesssstesesstessssseesssseessssseesessnes 286
19.2. VIHCTPYMEHTBI OTIIAMIK . .ceeeeerennnnreeeeeesannnnreeeeessaaneneeeesesannenneessasannmeneeessessnnneneeessassnnneee 287
19.2.1. Omnagka QYHKIUU POTt SECUTITY ceuvereuiieiieeiierieeeee ettt 288
19.2.2. OTHaKA DHCP-CEPBEPA .cciiiiiiiiiiiiiiieieieieeeeeeeeeeeeeeeseeeaaraeaeesereseeereeeeeeeeeeees 289
19.2.3. OmnaaKa TPOTOKOMA VTP c..ceuiiiiiiiiiiiiiiiteecte ettt 290
19.2.4. OTnagKa IP-MapIIDYTUBALMIM . ...cuueeeeeereeieeeeeeeeeeeteeeeeeeeneeeeee s e eneeeeeeeeennnneeeens 291
19.3. YPOBHM BASKHOCTY COOBITU M. veeauuvrereeurreeeaureeessnseesessseessssseesssseesessssesesssssessssessssseessssnnes 292
19.4. HaCTPOIKA SYSIOZ-CEPBEPA ..vvervrerruierieieieeniersitessaeenteessessseessseesssesssessssessseesssesnsees 294
19.5. KoMaH/Ibl, MICTIOIb30BAHHBIE B ITOM ITIABE ....cccceurrrreeeeeeenrreeeeeeeeenreeeeeeesesssseeseesssnnes 295
19.6. TIPAKTUUECKOE BAMAHIIE ...uuunenenennnerernrnrererererererereeesseseseeeteeeteseseseseeeeeeeaeseeeeesesesesssssssns 296
maBa 20. BOCCTAHOBAEHUE MOCHE COOS .........c.coovvrrercrcieeeeeeeeeeee e ae e 297
20.1. OrpaHnybTe 06IACTH MOVICKA TIOAMHOKECTBOM YCTPOMCTB..veevreerrrersrrerreenneessnnenseeens 298
20.2. TIepe3arpy3Ka YCTPOMCTBA «.uuuuerreerrererurreeeeressisrreeeeessessnnreeessssssssseesssssssnsaseesssssssnsaeees

20.2.1. [Tepe3arpy3Ka MO PACTIMICAHMIO.....ceeeeeeaauerreeeeeaaanereeeeeaaannseeeeesaasnnnreeeesaasnnnnseeeens
20.3. VoaneHue KOHGUIypaluy 3ammycKa
20.4. COPOC MAPOIISL.cennrrreeerrreeereraeerereeeseeesasseeeessseeeesenns

20.4.1. C6poc maposist Ha MapIIPYTU3ATOPE ..eeeevveeennnes

20.4.2. C6pOC MaposIst HA KOMMYTATOPE ...vveevreraveennvenns
20.5. KoMmaHIbl, MCII0Jb30BaHHbIE B 3TO IJIaBe

Maea 21. KOHTponbHbIM CNMUMCOK NPOM3BOAUTENBHOCTU
n paboTocnocobHOCTH

21.1. TIeperpysKeH JIM TIPOLIECCOPD? vevvrrrererererereeeeeeeeeeeeeeeeeeeereeeressesesesesesssasssssssssssssnsnsnsnsnsnnns 308
21.2. KakoBO BpeMsI HEIIPEPBIBHOM PAGOTBI CHCTEMBI? ......vvveeereeeeereeeeirrreeeasseeeeasseeesssesenns 309
21.3. TIOBPEKIEH JIV CETEBOI KAOEITD VIJIM PABBEM?...uerrrererreeearreeeaseeeaasseeessseessssssesssseseens 309
21.4. TIVHT HEOOBIYHO BEJIUK MJTU COOMT? .oeenrvreeeeureeeeenreeeeiueeeeeiseeeeesseeesssseeasssseeeesssssesssseans 310
21.5. HecTaGMUIbHBI JIM MAPIIPYTBI? «vveeeerreeeereeeenreennnnnens
21.6. KomaHabl, UCIIOJIb30BAHHBIE B 3TOM IJIABe...............
21.7. TIDAKTUUECKOE BAIAHVIE. ...eevvrererrrerererererereeeeeeeeeeeeeeeeeesseeesssesesessssssssssssssssssssssnsnsnsssnsnnne

[NaBa 22. CIEAYIOLLME LUATH ........c.oevieeiireiereresesesesesesessssssssssssssssssssssssssssssseseseseseseses
22.1. CepTUQDUKAIIMIOHHBIE PECYPCDIuueeeeurreeeereeeaaseeeaasreeassseseassseessssssssssssessssssessssssessssaseans
22.2.JTabopaTopus BUPTyalbHOI MHTepHeT-MapuipyTusauyu Cisco....
22.3. YcTpaHeHye HelmonagokK C MO3ULIMKY KOHEYHOTO M0JIb30BaTeNs .....
22.4. HUKOTIA HE OCTAHABIIMBAMTECD «..ceevvvrvrrnneeeeeeerrrrsnnnnaeeeeeessssssssneeeesesssssssmnnseesessssssssnnnns

TPEAMETHDIN YKABATEIID ........eeeeeeeeniiiieeeieieeete ettt ettt st eae b st sesene 317



Mpeaucnosue

st UT-crienManncToB OJHA M3 CaMbIX CJIOKHBIX KOHIIEIIIMIA JIJIs IIOJIHOLIEHHOTO
TOHMMAaHMS — 3TO KOMIIbIOTepHbIe ceTu. CeTh — 3TO He OTAeNbHas Bellb, KakK, Ha-
npuMep, NporpaMma, IPpUHTEP WM MaTepMHCKas Iuiata. DTO UIMPOKUI, MHOTAA
HEeSICHBII, Ha60P 000pyI0BaHMsI, KOTOPBI paboTaeT KakK eqMHOe [eJIoe, IlepemaBast
IaHHbIE 13 OJHOTO MeCTa B pyroe. YpoBeHb CJIOKHOCTM CETU MOKET ObITh 06eCKy-
paxkuBarolle BbICOK, MMEHHO T03TOMY HekoTopble WUT-crenyanucTbl MpuaaraloT
MHOKeCTBO YCU/INit, YUTOObI OCTAaBAThCS B CTOpOHe. CeTy YacTO BBIIVISIOAT HEIpu-
CTYITHO.

Ecin BBl ObITANMCh YUTATh APYTUEe KHUTHU, TTOCBSIIIEHHbIE KOMITbIOTEPHBIM Ce-
TSIM, TO YK€ MOIJIM OTMETUTb, YTO BCE OHUM Upe3MepHO aKaJeMMUYHbI U Meperomn-
HeHbl Teopueil. OHM 3aIlyThIBAIOT BaC HEITOHSATHOJ TepPMMHOJIOTHEN, HEe CBSI3aH-
HOJ C MPaKTUKOM, ¥ He JAIT NPaKTUUECKMX HaBbIKOB. MOS 1ie/ib IIpU HaIlMCaHUU
9TOJ KHUTU COCTOSIIa B TOM, UTOOBI CAENATh CeTU NOCTYITHBIMMU IJIs1 TIOHMMAaHMS
UT-cnernmanucTam, KOTOPbIe JTIOOST TEXHOIOTUM M KOTOPBIM HPABUTCS YIUTHCS, HO
HaXOJST CEeTU CIMIIKOM 3allyTaHHBIMM ¥ OTHMMAIOUIMMM MHOTO BpeMeHu. Bam He
NIPUAETCSI TPATUTh HECKOIbKO JIET Ha M3yyeHMe TeopeTUYeCKuX KOHLeNUuit, [0-
CTaTOYHO OyZeT M Mecsila. B TeueHme 9TOro Cpoka BbI MMOMIYUNUTE ITPeCTaBIEHNE
0 TOM, KaK paboTaloT CeTH, M BBITIOJTHUTE MpPaKTUUYeCKMe 3aJaHMnsl, KOTOpble CMO-
>KeTe MCII0/Ib30BaTh YoKe cerofHsl. sl Bac CTaHEeT OueBUIeH CMbICI KOHLIENTYallb-
HBIX TOHSITUI, IOTOMY UTO Bbl CMOJKETE CBSI3aTh MX C OBCESHEBHBIMM 3aJavdaMu
aJMUHUCTPUPOBaHMS. Bbl CMOXXeTe He TOJIbKO YCOBEPILEHCTBOBATb CBOM HABBIKH,
HO TaKKke OyJeTe B COCTOSIHUY OOBSICHUTD, [IOYEMY CETH paboTaloT Tak, a He MHave.

VaenstiiTe 00y4eHNIO YaCTh BaIllero 00eeHHOTO ITepepbiBa KaskKablii OyIHMIA TeHb
B TeueHle MecsIIa, ¥ K TOMY BpeMeH!, KOT/Ia BbI 3aKOHUYNTE, Y Bac OymeT 6;1ecTsmmit
Habop HABBIKOB PAbOTHI C CETSIMM, KOTOPbIe Bbl CMOKETe ITPOAEMOHCTPUPOBATH
CBOEMY HauaJbHUKY, IPY3bsIM WK 6yayleMy paboTomaTerio.

HasariTe npuctynum!



bnaropapHocTH

Crnacu60 IpUKy 3a pereHs3uio nepsBbix IaB. Cracn6o Buity, Bpany, KeBuny, Maiincy
1 MupaHze 3a BCEeCTOPOHHIOIO MTOEPKKY B IIPOIiecce HaNMCaHMs 3TO KHUTHU.

Cracu60 BceM UMTATENSIM, OCTAaBMBIIMM CBOM KOMMEHTAapuUy, KOTOPbIe TTIOMOT-
JIU caenaTh KHUrY jaydile. benya benenerTtu, Yagy Makonu, sBuny KepHcy, KeH-
Ty P. CimnnHepy, Jlyncy My, Mapky ®ypmany, Mukasno Hoytpu, Por Jleraapay-
vianimemy, Cay ®sii ®our u Illony Bomany. Ocobyr 671arogapHOCTb BbIpaskalo
II>xeiiMcy BepkeHOMIE, TEXHMYECKOMY KOPPEKTOPY, KOTOPBIN TIIATEIbHO ITPOBEPIIT
PYKOIUCh.

U nocnemgHee, HO He MeHee BaykHOe: Gjarogaplo JIIoaein u3 usmateabcTsa Man-
ning, ocobenHo Mapbsiny Bac, Xenen Crepmkuyc, I'pera Y u JoHa [IskoHc. Beex
TeX, KTO paboTasi Co MHOJ B peIaKIIMOHHOI, TPOM3BOICTBEHHOI U peKIaMHOI1 che-
pax Kak HalpsiMylo, Tak ¥ 3a KaApom. Bl TOMOI/IM TPETBOPUTD 3TY KHUTY B XXKU3HB!



06 3TOM KHUre

i1 ailMMHUCTPATOPOB CEPBEPOB M COTPYLHMKOB TEXHMUECKON MOOIEPKKU CETb
y3Ke JaBHO SIBJISIETCS] TAMHCTBEHHBIM JIAOMPUHTOM KOPOOOUEK 1 ITPOBOIOB. 13 3TOi
KHUTY BBI TTIOUEPITHETE 3HAHMS O CYIIEeCTBYIOIINX CETSX, IPMOOpeTeTe WK yCOBEP-
[IIEHCTBYEeTe HABBIKM PabOThI B CETM, BBHITIONIHUTE DS, MPAKTUUECKUX 3aIaHNi, KO-
TOpbIe TIOUTU Cpas3y ke cymeeTe IPUMEHUTD Ha ITPaKTHUKe.

Bo/MbIIMHCTBO M3 TOTO, YTO BaM HYKHO [IJISI Hayayia paboThl C 3TOi KHUTO, OIN-
CaHO B I71aBe 1, HO eCThb HEKOTOPbIE BelIM, 0 KOTOPbIX I XOUY YIIOMSIHYTb 3apaHee.

Bo-1epBbIX, UTOOBI BHITTOJIHUTD ITOJIHOCTHIO BCe MPAKTUUYECKMe YITPasKHEHMSI, BaM
TTOHAA00UTCS AOCTYII K (M3MUYECKOI YIv BUPTYaabHO ceTu Cisco. O MpakTUIecKmux
3aJaHMSIX 60Jiee ITOAPOOHO I paccKasky B I1aBe 1. IIpocTo 6yapTe roTOBBI TOTPATUTH
HEKOTOPOe BpeMsl M CUJIbI Ha CO3JaHye CBOeli TeCTOBOI CETH, eCJIN Y BacC ee ellle HeT.

Bo-BTOPBIX, ST COCTABWII 3TY KHUTY TaKMM 06pa3oM, UTOOBI BbI HAYaIM C Hanbosee
00mIMX 3a7a4 CEeTeBOTO aiMMHNCTpaTOpa. OTo pyHAaMeHTalIbHbIe 3a1aul U TTOHSI-
TUSI, KOTOPbIE SIBJITIOTCS HEOOXOOMMBIM (DYHIAMEHTOM [JIS YCIIENTHOTO YCBOEHMS
MaTepuaia, U3JI0KeHHOT0 B IOCJIeAYIOIIMX I71aBax. UuTaiTe KHUTY 10 IOPSIAKY U He
MIPOITYCKaiTe HY OLHOM IVIaBbl.

B-TpeTbux, CylIeCTBYET PsiJI, COIIAlleHMIA, IPUHSTBIX B 9TOV KHUTE, IS 06J1erde-
HUST BOCIIPUSITHSI. MOHOWMPHHHLIM WPUOTOM BbIZEIE€Hbl KOMAaHAbl, KOTOPbIE Bbl BBOOUTE
VTV KOTOPbIE NOJKHBI YBUIETb. KypcusHuoill wipugm yras3piBaeT Ha BaskKHbIe TepPMU-
HbI U TTIOHSTUS, KacaloIIMecs CeTeli, KOTOpble BaM HY>KHO 3alIOMHUTb. He yauBisiii-
TeChb, KOTJIa BbI YBUAMTE KOMaH/I HAMHOTO O0JIbIlle, YeM TePMMUHOB!

0 Takas nukTorpamMma 0603Ha4vaeT COBET.

0 Takas NMKTOrpamMma o0603HavaeT npmumMeyvaHue.

O nPOrPAMMHOM KOZE

OTa KHUTA COAEP>XKUT MHOXeCTBO MpumepoB KoMmaH[ Cisco, pa3MellleHHbIX PSgoM
C 06BIYHBIM TeKcToM. OHM OTopMaTHMPOBAHBI MOHOUIMPUHHBIM HIPUGTOM, BOT
TakK, YTOObI OTHENMUTH UX OT OOBIYHOTO TeKCTa. PelieHust MpakTUUeCKUX 3aIaHuil
M peKOMeHJAlMM M0 HACTPOiiKe BUPTYaJIbHOI J1abopaTOpUM OOCTYIIHBI JJIST 3a-
Ipy3Ku 1o ccblike Source Code Ha Be6-caliTe KHUTHK T10 aipecy www.manning.com/
books/learn-cisco-network-administration-in-a-month-of-lunches.

OBLUEHUE C ABTOPOM

[TprobpeTst TaHHYIO KHUTY, BBI MTOMy4aeTe MOCTYI K 3aKPBITOMY (OpPYMY, I1ie BbI
MOXXeTe OCTAaBUTh CBOU 3aMeuaHwus], 33iaTh T€XHUUYECKMEe BOIPOCHI U TONYIUTH


http://www.manning.com/books/learn-cisco-network-administration-in-a-month-of-lunches
http://www.manning.com/books/learn-cisco-network-administration-in-a-month-of-lunches

O6uieHue c asTopom % 15

ITOMOIIIb OT aBTOpa U APYTUX IoJib3oBaTteseiil. YTo6bl MOMYUNUTh HOCTYI K GOPyMy
Y IOAIICAThCS HA COOOIEHNS B HEM, TIepeiinTe Ha caiiT www.manning.com/books/
learn-cisco-network-administration-in-a-month-of-lunches u IeJKHMTEe MBIIIBIO 10
ccouike Book Forum. Ha 3Toii cTpaHuMIle MOXKET COCTOSITbCS ITOJTHOLI@HHBIN aya-
JIOT MEXY OTAEe/bHbIMU YUTATEIAIMU U MEXIY YUTATeIIMU U aBTOPOM. Kakux-nm-
00 I0pUINUYECKNX 06sI3aTEIbCTB, IPUCYTCTBUSI Ha GOpyMe CO CTOPOHBI aBTOPA HET,
yuacTie B GopyMe KHUTY OCTaeTcss JOOPOBOMbHBIM (M GecruiaTHbIM). OHTaitH-do-
PYM aBTOpa M apXMBbI IPEIbIAYIINX OOCYKIeHMI OYIyT JOCTYITHBI Ha caifTe J0 TeX
TIop, TIOKa KHUTa 6yIeT U31aBaThCs.


http://www.manning.com/books/learn-cisco-network-administration-in-a-month-of-lunches
http://www.manning.com/books/learn-cisco-network-administration-in-a-month-of-lunches

06 aBTope

ben ITartinep (benpiper.com) — nmpakTukywimuii UT-KOHCYIbTaHT,
UMeIINii MHOrouMcieHHbie ceprudukare Cisco, Citrix, u Mic-
rosoft, Bkmouast Cisco CCNA n CCNP. OH u3yumi cBbinie 17 Kyp-
coB Pluralsight, oxBarbeiBatomux cetu, ceprudmukamnmuo Cisco
CCNP, Puppet n ammuHMCTpUpOBaHye cepBepoB Windows.



http://benpiper.com

lnaBa

[pexpe yeM HayaTb

Bo/bIIMHCTBO KOPIIOPATUBHBIX CeTell MOCTPOEHO C MCIIOIb30BaHMEM 000pymoBa-
Hus Cisco, TpeuMyIecTBeEHHO KOMMYTAaTOPOB ¥ MapIipyTn3aTopoB. O60pygoBaHme
TaKOTO POJA CIYXKUT JOJITO, U Iaske eC/TM HACTyIaeT BpeMsI ero 3aMeHUTb, OOTbIINH-
CTBO MPEIIIOUNTAET COXPAHSATh BEPHOCTh HANEKHOMY U IIPOBEPEHHOMY OpeHAY.
Takum 06pa3om, 1 6osbIIMe KOPIIOpaLyi, U MajIblil 6M3HEC MMPOKO TPUMEHSIOT
obopynoBane Cisco M 3aMHTEpPecOBaHbl B €ro Hajjiekalleii skcruryatanym. CeTu,
OITHAKO, TPEOYIOT ITOCTOSTHHOTO OOCTYsKMBaHMSI. 311eCh He cpaboTaeT MPUHIINIT «Ha-
CTpoma 1 3a6bU1». HampuMmep, Korga opraHu3anis HaHUMMaeT UM YBOJbHSET Tep-
COHAJI, TIepecaskMBaeT 3a JPyrue CTOJbI, IIEPEBOAUT B APYTOil OTHEN, He06X0aMMO
MIPOU3BECTU COOTBETCTBYIONIME M3MeHeHMs B ceTu. Ec/i yBeMumBaeTcst Y1CIO CO-
TPYAHUKOB (M YMCIO KOMIIBIOTEPOB), TPEOYeTCS paciiMpeHne CeTu U yBelauueHue
yuena yerpoiicts Cisco. ITa KHUTA HAYYUT Bac KOHOUIYPUPOBATH KOMMYTATOPbBI
u MapurpytusaTopbl Cisco, YTOOBI BbI CyMeIN CaMOCTOSITebHO CITPABUTHCS C T0-
,ZLO6HI)IM]/I CeTeBbIMU M3MEHEHUAMU U paCIIMPEHMSIMMN.

1.1. Ans BAC U STA KHUTA?

IMpeskme yeM Mbl HAUHEM, JaBajiTe yoeamMmMcsl, YTO 3Ta KHMUTa MMEHHO Jij1st Bac. Ecin
Bbl 3aMHTEpeCcOBaHbl B TONyueHUM cepTudukata agMuHuctpaTopa certeir Cisco
(CCNA) i umxkeHepa no BBoxy B skcrutyarauuio (CCENT), To aTa KHUra cTaHeT
HeOoOXOIMMbIM HavyaJbHBIM YCIOBMEM B TOCTYDKEHNM 1. [IpouTeHe TOIbKO Of-
HOJ1 9TOJ KHUTY He Ce/laeT BaC CepTU(GUIMPOBAHHBIM CITEIIVAINCTOM, 3aTO 0dcm
TBepAbI PyHIaMeHT 3HaHMI, KOTOPBI CIKOHOMUT MHOTO BpeMeHM U CUJI, KOrJa
MpUAET BpeMsl Moay4yaTh cepTudukart. B omonHeHe K 4eTKOMY U SICHOMY TIOHU-
MaHMIO KOHIEITINY ¥ IPUHIIUIIOB paboThl KOMMYTAaTOPOB M MapIIPyTH3aTOPOB 3Ta
KHUTa HAYYUT Bac CTpouThb ceTy Cisco, pacmmpsITh UX, IpUCIocabnmnBast K Hy>KIam
pacTylIiei opraHusaim, ¥ peniaTb HeboJbIe TPo6IeMbI.

Bornbliie Kopriopanuy 4acTo IO3BOJSIOT ce6e POCKOIIb HAHSIThb ONHOTO WA
HECKOJIbKMX CETEBbIX aJIMMHMCTPATOPOB. ITU pebsita, MMeIoIe MPeuMyIecTBO
B Bune ceptudmkara Cisco, MOTYT HMUEro He JenaTh, paboras ¢ cetasmu. Ho, uto
HEOXMIaHHO, Taske KPYITHbIE TPeNnpUsATHASI PeIKO MMEIOT XOTs Obl Mapy CeTeBbIX
aIMMHUCTPATOPOB C TIOJTHOV 3aHSATOCTBI0. Masnble U cpegHNe TpeanpusiTUs 4acTo
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He CofepskaT B IITaTe Jaske OMHOTO afMMHMCTPATOpa, M TOTJA 3afayva Io YIpaB-
JIEHWIO CEThIO JIOKMUTCS Ha YeJIOBEKA, OTBETCTBEHHOTO 3@ SKCILIyaTalyio paboumx
CTaHIIMI, CEPBEPOB U IIPOTrPaMMHOTO obecrieueHust. Ha repBblii B3IV KayKeTcs,
YTO caMo He6O 6/1arocjoBJsIeT TaKoii BbI6OP. UeloBeK, KOTOPBIii 3HAET BXOSINe
U UCXO[SIMe CepBephbl U MPOrpaMMHbIe TPUIOKEHUST KOMIIAaHUY, — [IePBbIii, KTO
IOJDKEeH 3HATh ¥ MOHMMATh, KaK HACTPOUTDb ceTeBoe o6opymoBaHue. Takue Joan
MMEIOT 1IeJIOCTHOE TIPeICTaB/IeHNe O CeTeBOM JIaHamadTe ¥ HAUIYIIIUM 06pa3om
TTOAXOMSIT JIJIST PellleHus TOJOOHbBIX 3a7au.

Ho Bce Gosnbliiee 4ncI0 OpraHU3aIuii MPUXOOUT K BBIBOAY, UTO IMOMOOHbBIE ITO-
CTpOeHMs MmpobjaeMaTuuHbl. UTO HenaTh, ecliy OTBETCTBEHHbIN 3a «CeTeBble OIe-
pauuyu» B OTITYCKe, a HOBOMY COTPYOHMKY B yIaJeHHOM oduce TpeGyeTcst JOCTYII
K cetu? Yrto, eciM OH Ha 6OJBHUYHOM, a KaKOro-aMO0 MOTb30BaTeIs IIePeBOAST
B IpyToii oTmen? Uro, eciu 6usHecy TpebyeTcs paciiipeHe B HOBbIX YCIOBUSX, HO
HeOoOXOAMMO KIaTh, TOKA TAKOI YeJIOBEK B OJMHOYKY BBITTOHUT BCe pabOTHI 10 pac-
mupeHuto cetu? ComepkaHue agMUHUCTPATOPA CETU Ha TIOMTHON CTaBKe — OTKPO-
BEeHHOe M3auIIecTBo. [IpobeMa He B TOM, YTO OHY JIEHUBBI MM 6€30TBETCTBEHHBI.
IIpo6eMa He B TOM, YTO OHM He XOTSAT HMKOIO B IIOMOIIHVKM (BEPOSITHO, XOTST!).
ITpo6eMa B TOM, UTO OHM €IMHCTBEHHbIE, KTO 3HAeM, KaK aAMUHUCTPUPOBATH CETh.

B oTCyTCTBME ceTeBOro aAMMHMUCTPATOPA Y Bac (hakTUUECKM eCTh BbIOOD: MOI0-
SKIATh €0 BO3BPAILleHNST VJIM TTOTBITAThCS BCE CAeNIaTh CaMOMY. Dmd KHu2d 0715 mex,
KMo He Moxem yoamo u 6epem 6pa3dvl npasieHus 8 cou pyku. S TIOKasKy BaM, Kak
peliaTh Haubojee obIIMe 3aJaul 10 aAMUHUCTPUPOBAHMIO ceTH. S TTOKaxKy, KaKk
TTOIK/TIOUMUTh HOBOTO TI0Tb30BATEISI, KAK ITPOU3BECTY TIepeMenleHNs Y UI3MEHEeH M,
KaK 06€301acuTh CeTh, UCIIOAb3YS CIIMCKY JOCTYyIA 10 MPOTOKoay IP, 1 maske Kak
YBEIMUUTH €€ eMKOCTh, 06eCIeUnTb POCT, UCIOIb3ys MOPThI BUPTYATbHOM CETH
(tpanku VLAN) 1 mapuipytusanyo no nporokony IP. S nomentock Teopueii cetei
IJIST «4aiiHMKOB», UTOOBI pa30obpaThcs, MoYeMy ceTh paboTaeT MMEHHO Tak, a He
MHaJe,  JaM IPAKTUUECKYI0 OCHOBY, HEOOXOIMMYIO, €CJTM BbI PEIIUTE B JaJbHe-
IeM U3YIUTh ceTu H6osiee MOAPOOHO.

S BcTpeuan Hemano UT-CIieruaamucToB, IJiT KOTOPBIX CETh MPeCTaB/Isach MUC-
TUYECKOJ TayTUHON Kabeeil M KOpoOOK, KOTOpasi KaKMM-TO 00pa3oM COequHSsIIa
BMeCTe KOMITbIOTepbI, CepBepbl U MPUIOKEHNs, BCe 9TO 6bIJI0 UM 3HaKOMO. Ho ceTh
IUIST HUX COXPaHsIa CBOI0 TAMHCTBEHHOCTh. OHU xomesu ee U3yIuThb, HO He 3HA/N,
C Uyero HavaTh. Y HMX 6bUIM KaKye-TO ITO3HAHMS O CETH, HO OHM He 3HaJIM, UTO C STUM
menatb. OTa KHuUra aist UT-cnenmaniucToB, OJIS TeX, KTO XoueT (MM JOJDKEH) CTaTh
npodeccronasioM 1o pabdore c cersimu Cisco 3a mecsiir.

1.2. KAK Nonb30BATbCS TOM KHUIOM

[MocTapaiiTech cOCpeIOTOUUTBCS HAa OOHOIN IaBe B TeueHue mHs. Kaskpas riasa
MIPEATIONIOKUTEIBHO MOTpedyeT 30 MUHYT Ha UTeHMe ¥ 30 MUHYT HA MPaKTUKY. Yn-
TaliTe KHUTY MOC/IeloBaTeIbHO. XOTS BIIOCEICTBMM Bbl CMOsKETe MCII0Ib30BaTh 3Ty
KHUTY KaK HACTOJIbHBIN CITPAaBOYHMK, BAXKHO, YTOOBI CHAYaJIa BbI YAEIVIN BpeMsT Ha
YCBOEHME KaXKA 0V I/1aBbl.
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1.2.1. OcHoOBHbIE rNaBbl

[naBbl €O 2 110 22 mpeAcTaBsSIOT OCHOBHOE COflepkKaHMe KHUTU, KOTOPOe Bbl MOXKe-
Te OCBOMTH IIPMMEPHO 3a Mecsin,. He monmaBaiiTech cO0/Ia3HY IMEPENT HEITOCPE-
CTBEHHO K IVIaBe, KOTOpasi OCBeIllaeT TO, C YeM Bbl HELABHO CTOJIKHYIUCH WJIN UTO
Bac 0COGEHHO MHTEepecyeT. S pacosIoKI INIaBbl ¢ Hanbosiee OOIIIMY ¥ OCHOBOIIO-
JlaralluMu 3afa4yaMi HaCTPOIKM B caMOM Hauajie, M C HUX U (JIeyeT HauMHaTh,
YTOOBI OCTABAIOCh AOCTATOYHO BPEMEHM IJISI X TMTOBTOPEHMS M OTTAYMBaHMS IIPO-
dbeccronanmsma.

1.2.2. NMpakTnyeckue 3aHATUSA

BOMbIIMHCTBO IVIaB CONEPKUT yKa3aHMS IJIs1 TPAKTUUYeCKUX 3aHATUI Ha 3aKpern-
JnieHMe martepmana. Kakgoe ImpakTuMueckoe 3afaHMe COCTOUT M3 HECKOJbKMUX 3a-
Iay ¥, MTHOTHA, 13 Habopa BOIIPOCOB [JIsI CAMOIIPOBEPKYM TTOHMMAHMUS M3YUYEeHHOTO
MmaTtepuasia. OTBETOB Ha TECThI B KHUTE HET, HO Bbl MOXKeTe UX HalTu, mepenms mno
CChIIKe: www.manning.com/books/learn-cisco-network-administration-in-a-month-of-
lunches. ITpocTo yunThIBaiiTe, YTO 0OyUeHME OymeT 60ee 3PhEKTUBHBIM, €C/TM BbI
OymeTe CaMOCTOSITEIbHO OOIyMbIBATh OTBETHI Ha BOITPOCHI.

1.2.3.YrnybneHHoe usy4yeHue

Cetu CiscoO MCITONIb3YIOT MHOKECTBO TEXHOJIOTMiT, MHOTHE U3 KOTOPbIX JOBOJIHHO
CJIOSKHBI ¥ 3aIyTaHHbBI. DTa KHUTA TIpejiaraeT BBeeHye B 6OIbIIMHCTBO Hanboiee
YaCTO MCIOTb3yeMbIX TEXHOIOTHIA, BITOJIHE TOCTATOYHOE AJIsSI TPOodeCcCrOHaTbHOTO
KOHMDUTYpUPOBaHMS peasbHO paboTaroiux ceTeit. ECiM y Bac BOSHUKHET IOTpe6-
HOCTb B 60/1bIINX 06beMax MHGOPMALIM, YeM BbI ITOTYUMIIN, I YKAXKy CCbUIKM Ha
IOTIOJTHUTEIbHbBIE PeCypChl, KOTOPbIE TOMOTYT BaM pacIiMpUTh Habop mpodeccro-
HaJIbHBIX HABBIKOB.

1.2.4. lononHuTenbHO

WHorga 1yist TIOHMMaHWSI HEKOTOPBIX CITEIM(PUUHBIX aCIIeKTOB CeTeil Heo6Xommma
pasBepHyTas MHGOpPMaIs. Bpe3ku «[JOTIOTHUTETbHO» COAEPKAT AOTIOTHUTENbHYIO
nHbOopMaIMio, KOTOpast MOXKET OKa3aThCsI MTOJIE3HO ITPU U3yYeHUM Hauboee TPpy/I-
HBIX aCIMEeKTOB. IX MOXHO MPOITYCTUTH U BEPHYTHCS K HUM TO33Ke.

1.3. MNMPAKTUYECKME COOBPAXXEHMS

EIVHCTBEHHO BO3MOXKHBIN ITyTh OCBOUTH aAMUHUCTpUpoBaHue ceteit Cisco — aTO
ITIOTPEHMPOBATHCS B BBIITOJIHEHMM TeX JKe 3ajla4, KOTOpble BO3HMKAIOT TPV aIMMU-
HUCTPUPOBAHUM peabHbIX ceTeli. IMeHHO MOTOMY JaHHas KHUTra U Ipefjaraet
OIMCaHMe MPaKTUUYeCKUX 3aJaHuii. JIJIsT X BBIIIOTHEHMS HEOOXOOMM COOTBETCTBY-
IOIIMI TeCTOBBIN cTeH . HauHuTe co cTeHaa ¢ MMHMMAaJIbHBIMU BO3MOXKHOCTSIMMA.
IJig Havaja moTpebyeTcs IKIlb KOMITBIOTEP C CeTeBOi KapToii. OmepalioHHas
cucreMa MoxkeT 6biTh Windows mim macOS, maBHoe, YToObI 6bljIa BO3MOKHOCTD
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aIMVHMCTPATUBHOTO MU rOoOt-IoCTyIIa. MOXHO, KOHEUHO, IIOIIPAKTUKOBATHCA M HA
CYH.IECTBYIOH.IEI‘/T CeTu nin C06paTb CBOIO CO6CTBeHHY}O. C)'IE,Z[YIOH.U/IQ HECKOJIbKO pas3-
OeJIOB IpeayjaraloT pyKOBOOCTBO I10 BbI60py TeCTOBOIO 060py,ZlOBaHI/I$I.

1.3.1. Bbibop TecTroBoro o6opynoBaHus

Jlyduimii myTh Ojs1 M3y4yeHUs] afMUHUCTPUPOBaHUsI peanbHbIx ceTeil Cisco — mo-
MPaKTUKOBATbCSI Ha OOHONM M3 HUX. VeanbHbl/i BapyMaHT — 3TO HOCTPOUTH WIN
M03ayMCTBOBATbh CETh, UCIIOJb3YIOIIYI0 OpUTMHATbHbBIE KOMMYTATOPBI 1 MapIipy-
tusatopbl Cisco. Baria opraHusalius, MOXET ObITh, YK€ MMEET HEeUTO MOA00HOoe,
HO MO JIMYHBI OIBIT TOBOPUT, YTO B GOJIBIIVMHCTBE CJTy4aeB OTHEIbHOI yueOHO-
TPEHMPOBOYHOJ ceTu HeT. Ho TeM He MeHee CyILecTBYIOT KaKie-TO 3allacHble, He-
UCIIOIb3yeMble ycTpoiicTBa. [IpucTymas K NOCTPOEHMIO CeTH, MOXKHO UCIIOIb30BaTh
Kak peasbHOe 060pynoBaHue Cisco, Tak ¥ BUPTYaIbHYIO J1a60paTOPUI0, UMUTUDY-
I0IIIy10 paboTy 060pyaoBaHMs. [laBaiiTe pacCMOTPUM ITPEUMYIIIECTBA Y HEJOCTATKA
060MX BapMaHTOB.

[TocTpoeHne ceTu Ha peasibHOM obGopymoBanuu Cisco mactT BaM 6osiee Har/Isi-
HOe TIpeficTaBleHe O TOM, Kak GyHKIMOHUpYeT ceThb. Korma Bel Bungute Ethernet-
Kabesb, UAYIIMIT OT OLHOTO KOMMYTAaTOpa K APYyromy, Bbl TIOHMMaeTe, Ilie U Kak
KOMMYTAaTOpbI COeIUHSIOTCS. CBSI3b MeXAY pasaMyHbBIMM yCTPOJCTBaAaMM Ipocyie-
SKMBAETCST BU3YAJIbHO U, KaK CJIe[ICTBUe, JIyullie 3arioMyHaeTcss. MoxkeT ObITh, Jaxe
menyok mrekepa Ethernet-kabesnst TocTaBUT BaM YIOBOIbCTBYE, KOTA BbI OymeTe
MOJIKJTIOUATD €T0 K 3a/THei aHeI KOMMYTaTopa, YTOObI COPOCUTH CETEBOIT TTAPOJIb.
Takue, Mo-HaCTOSILEMY LieHHble HaBbIKM CETEBOTO aJMWUHMCTPUPOBAHUS MOXET
MpefoCTaBUTh TOJMIBKO peanbHOe, GU3MUeCKU CYIIeCTBYIOlIee 060pyIoBaHNe.

Ecwim y Bac ecTb IpusITENb WIIX COTPYLHUK, KOTOPBIV MOXET OLO/DKUTD YCTPOICTBA
Cisco, To 3TO OyIeT HaMMeHee 3aTPaTHbII BapuaHT. ECM HET BO3MOXKHOCTH ITOITPO-
CUTb WIM apeHAoBaTh 9TU YCTPOMCTBA, UX MOXKHO KynuTb. O6opymoBanue Cisco,
ObIBIIIEE B YIIOTPEOIEHNY, TIPOIAETCSI COBCEM HE IOPOT0, XOTh U He GeCIIaTHO.

B ta6s. 1.1 mpuBeneH CIMcoOK 060pyIOBaHMs, KOTOPOE ST peKOMeHYIO 1Sl Balllei
TEeCTOBOJ ceTu, C ykazaHMeM ero OpMeHTMPOBOUHOM CTOMMOCTU. Bam moTpebyeT-
Cs1 IBa TPexXypoBHeBbIX KomMyTaTopa Tuna Catalyst u oqmuH MapurpytusaTop. s
aIMUHUCTPUPOBAHMS CETU HEOOXOAMMO, UTOObI Ha BallleM KOMITbIOTEPE GBI OUH
CBOOOIHBIN ITOcaenoBaTebHbIN TOPT USB 1 RS-232. Takke BaM IoTpebyeTcs ro-
ny60it BuTOI Kabesnb Cisco, MHOTIA ero Ha3blBalOT KOHCOJMbHBIM KabeneM. Eciu Ha
KOMITbIOTEpe HeT rmopTa RS-232, moTpebyercs amanTtep RS-232/USB.

Ta6nuua 1.1. Heobxodumoe o6opydosaHue 015 mecmoegoii cemu

YcrtpoiictBo Konuuectso | Moaenb OpueHTMpOBOUHas CTOUMOCTL
(6/y, B pybnsx)

Catalyst 3560 (TpexypoBHEBbIN 2 WS-C3560-24TS-S | 6000 (kaxnabii)

KOMMYTaTop)

1841 MapLupyTtn3aTop € UHTErpmMpo- 1 CISCO1841-SEC/K9 | 7500

BaHHbIM CEPBUCOM

KoHconbHbIi/BuToit kabenb Cisco 1 72-3383-01 300
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O Korga Bbl 6yneTe nprobpeTaTb KOMMYTATOPbI UM MapLIpYTM3aTOp, NPOLABEL, CKOPEE BCETO,
MPUNOXUT BUTOM Kabenb 6ecnnatHo. Hy unm, kak MMHUMYM, BaM LaAyT Ha HErO CKMAKY.

1.3.2. PaccMoTpuM BUpTYanbHYHO labopaTopuio

IMpeumyiiecTBa ¥ HeOOCTATKM BUPTYaJIbHOII JIa6OPaTOPUM COBEPIIEHHO OOpaTHbI
TeM Ke XapaKTepUCTUKaM peasbHO ceTu. BupTyanbHas 1abopaTopus He TpedyeT
MIpMOOpeTEeHMsT U apeHIbl GU3UUECKOro obopynoBaHus. Ho cieqyeT MOHUMATh,
YTO BUPTyaIbHas Jab0paTOpusl He MPedoCTaBUT TOTO K€ OIbITa aAMUHUCTPUPO-
BaHMS, UYTO U GM3MUeCKas CeTh, He TTOMOXKET Pa3sBUTh HAaBbIKM, HEOOXOIMMbIE TIPU
pabore c ycrporictBamu Cisco, Kak Ipy HEIOCpeaCTBEHHOM, py4yHoM moctyiie. Co-
elMHeHNe KOMIIbIOTepa C BUPTYAJbHON CEThIO — 3TO COBCEM He TO ke caMoe, UTO
TOAK/IIOUeHVe KOMIIbIOTepa K peayibHOI, (pu3smueckoit cetu. Eciiu Bbl pemmim uc-
MOJIb30BATh BUPTYAJIbHBII MapIIPyTHU3aTOP, CKaualiTe MOIIaroBoe PyKOBOJICTBO IO
ero HacCTpoiiKe 1O agpecy www.manning.com/books/learn-cisco-network-administra-
tion-in-a-month-of-lunches (ccouika Source Code).

Mosi 3a1aua — HAyYMTh BAC He pa3BOPauMBaTh C HYJISI BUPTYAJIbHYIO Cpefy, a Kak Mo-
CTPOUTDH pPeasibHYI0, TOTHOMYHKIMOHAIbHYIO ceTh Cisco, KOTOPYIO Bbl MOKETE BCTpe-
TUTh B CTPYKTYpe TOI Wi MHOM opraHusaiuu. CylecTBYIOT 3HaUUTeIbHbIE Pa3Jiu-
Yl MeXKIY BUPTYaIbHOM M peabHO CeTIMMU, U 1 He COOMPaloch aKIieHTMPOBATh Ha
HUX BHMMaHMe, TOTOMY UTO Bbl HUKOT/IA HE CTOIKHETeCh C HUMU B PeaibHOV CETH.

OpHoit 13 Hanbosee MOMYISIPHBIX BUPTYaIbHBIX cpef aBiseTcss GNS3. 3To MoIi-
Hasl cpelia BUPTyaJIM3allMM CeTeil, HO ee MOIb — Pe3yabTaT HEKOTOPOTO KOMITPO-
mucca. JI1s1 HauMHAaIoIMMX ee HAaCTpoiika — 3aJjaua HeCKOJIbKO 6osiee CIOKHAsI, 4emM
HacTolika Gu3nueckoit cetu. Takke HEOOXOAMMO MPUOOPECTH KOIIMIO OTlepaiioH-
Hoii cuctembl Cisco I0S (Internetwork Operating System) — nniieH3MOHHOE TIPO-
rpaMMHoOe ob6ecrieyeHe Cisco, KOTOpoe OOCTYIIHO TOJbKO Te€M I10JIb30BaTesIsIM
M OpraHM3auysIM, KOTOpble 3aKIIOUMIM C KOMIIaHMel TOroBop o6 obecrieueHuu
TeXHUYECKOI MOAAEPKKMU. DTO 3HAUUT, YTO €C/IM BbI PEIIIN UCI0ab30BaTh GNS3,
BaM He06XOIMMO OThICKATh ¥ YCTaHOBUTH 06pa3 10S.

Ilpyrast BO3MOXHOCTb COCTOUT B MCITONIb30BaHMM TIATMOPMBI BUPTyaau3aun
ceteBbix ycrpoiicTB Cisco (Cisco Virtual Internet Routing Lab, VIRL). [TnaTdopma
VIRL He 6GecriaTHa, HO ¥ He yykacarolle gopora. IlepcoHasbHast TUIIEH3USI CPOKOM
Ha rop oboiigercs mpumepHo B 200 mosutapos. [Tpenmyiectso VIRL — B TOM, UTO
Cisco ocylecTBIsIeT TEXHMUYECKYIO TTOIIEPIKKY, TPOM3BOAMUT PEry/IspHbIe 0OHOBIE-
HUSI C MCIIpaBjeHKeM HemopaboTOK U BHeIpeHVeM HOBBIX BO3MOXKHOCTel. Hemo-
CTaTOK TOT ke, uTo y GNS3, — oHa CIMIIIKOM (JIO’KHA B HACTPOIiKe.

1.3.3. MpakTnKa B yCNnoBuUsSIX peasibHOI CeTH

Ecimyu ucrionb3oBaHyue co6GCTBEHHOI (I)I/IBI/I‘IECKOI‘/JI njim BI/IpTyaJ'II:HOI‘/JI CeTn CBA3aHO
C l'IpOGJ'IEMaMI/I, B KaueCTBe a/IbTePHATMBbI MOJXHO ITOTPEHMPOBATLCS Ha pa6oqe171
ceTu. ITO AACT BaM JaxKe 6OJII>H.IE, uem (I)I/IBI/I‘IECKaSI TeCTOBas CeTb, HO Bbl HE CMO-
JKeTe BBIIIOJIHUTD BCe IMPpaKTHUYeCKue 3aaaHNsI. KpOMe TOrO, ITPAKTMKaA Ha peaanoVI
CeTu COXpaHseT oIlpeneJeHHbIe PUCKU. Ecimu BBI Bee ke pemmnjianchb HOHpOGOBaTb
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9TO, CAeAyeT 3apyUUThCs MOAIePKKOI CeTeBOro afMUHUCTPATOPA WM KOMaHIbI,
OTBETCTBEHHOI 3a KCIUTyaTallMio ceTu. BaM He0OX0AMMO TTOMyYUTh TaK Ha3bIBae-
Mblif TPUBWIETMPOBAHHDIN aKKAYHT aIMUHUCTPATOPA AJISI JOCTYIIa K KOMMYTaTOpy
WIY MapIIpyTU3aTopy, HY, U pU3MUIeCcKuii JOCTYII K STUM YCTPOMCTBAM.

1.3.4. Mou pekomeHpaumMm pna Bawei TeCTOBOM cpenpbl

XOTs1 HEKOTOpbIe U3 PAKTUUECKUX 3aIaHMIi Bbl CMOXKeTe BBITIOTHUTD U B paboueit
CeTH, MPeNOUTUTETbHEE GbUIO 6bI, UTOOBI BbI MPUIOKUIN MaKCUMYM YCUIIUIA IJIst
co3maHusl COGCTBEHHOI TecToBOI ceTu. EC/in HeT BO3MOKHOCTM TTOMYYUTD OCTYI
K (U3MYEeCKoii TeCTOBOI ceTu, s1 6bI PEKOMEHIOBaJ CO3[aTh BUPTYalbHYI0. Kak
VIRL, Tak 1 GNS3 npeqbsiB/ISIOT OlpeeneHHble Tpe60BaHMs K BallleMy KOMITbIOTe-
py. Bam Heo6XoayM KOMIIBIOTED C YCTAHOBJIEHHOI OMepalyoHHo cuctemoii Win-
dows Bepcuu 7 UK BBIIIE, C ONTepaTUBHOI aMsThio (RAM) He MeHee 8 T'6 1 60 I'6
CBOOOIHOTO MPOCTPAHCTBA Ha skecTKOM aycke. [Ist VIRL, ToMKUMO Ipovero, Heo6-
xopuM Tpotieccop Intel ¢ mopmepskkoit anmapaTHoit BupTyanmsaumu VT-X 1 TeXHO-
Jloruu crpaHmMuHbIxX Tabmuil EPT. IlogBememM UTOIM.
O Xopouwo: npusunezuposarHwiii docmyn k ycmpoticmeam Cisco 8 paboueli cemu —
Bbl HE CMOXEeTe BBIIIOJIHUTD BCe MPaKTUUeCKe 3alaHus, U JJIs1 UX BbITIOTHEe-
HUS HEOOXOAMMO TIONYYUTh paspellleHre OTBETCTBEHHOTO JIKlIa, YOeIuB ero
B TOM, UTO BbI He HapymmTe pabory cetn. Heo6XoauMo MMeTb KOMITBIOTED
¢ omepauuoHHoi cucremoit Windows 7 wim macOS, a Takke C MocaemnoBa-
TenbHBIM opToM USB 1 agantepom RS-232/USB. HykeH BuToii Kabenb Cisco.
O Jlyuwie: supmyanvHas nabopamopus Ha GNS3, VIRL unu nto6oii dpyzoli Ha sup-
myansHoll niamgopme — BaM IPUIETCS TOTPATUTh HEMHOTO 60JIbIIEe BpEMEHU
U [IEHET, HO BbI CMOYKETE BBITTOJHUTD OOJIBIIYIO YACTh MPAKTUUYECKUX 3aTaHnii
aroil kHuru. Ha crpanunie www.manning.com/books/learn-cisco-network-ad-
ministration-in-a-month-of-lunches BbI HalieTe MOWATrOBble NHCTPYKLIUU T10
HaCTpOJiKe BUPTYaIbHOI Cpesbl.
O Jlyuwiee: npocmeHbsKuUll mecmogulii cmeHO ¢ 08yMsl Mpexypo8HedblMU KOMMYMa-
mopamu u 00HUM Mapwpymu3amopom — 3To JACT BaM IpeICcTaBlIeHle O TOM,
KaK BBIIVISIAUT PeajbHask CeTh, M MIPEJOCTABUT TIOTHYIO CBOGOAY B SKCIIEPU-
MeHTax 6e3 OraceHus ee HapyIIUTh. HeT He06X0AMMOCTHM BBITIPAIIMBATH Pas3-
peleHMs] y HAYaIbCTBa, M €C/IM YTO-TO IOJJET He TaK, MOXKHO Ilepesarpy-
3UTHCS ¥ HAUaTh BCE 3aHOBO. BaM MOHaT06GUTCSI KOMITBIOTED C OTIEPALIVIOHHO
cuctemoit Windows 7 miu Bblllie, € TOC/IeOBAaTeIbHbIM ITOPTOM RS-232 mau
noprom USB u amantep RS-232/USB. Takke Heo6xoauM BUTOI Kabenb Cisco.

1.3.5. Bepcuu onepaumnoHHoit cuctemsl Cisco 10S

Cisco Internetwork Operating System (IOS) — 3T0 mporpaMMHoOe obecrieyeHue IJist
yIpaBjeHus MapIpyTusatropamu u kommytatopamu Cisco. 9To To, 4To obecrieun-
BaeT MHTEePaKTUBHOCTD IIPpU KOHPUTrypupoBaHuu ycrpoiicts Cisco. Bo Bpems Hamu-
CaHMSI 9TOV KHUTY S UCITONIb30Ba cucTeMmy [0S Bepcuu 15, 1 Bce HanMcaHHOE BEPHO
MMEHHO JJIsI 3TOVi Bepcuu. Eciiu BbI co37aeTe CBOIO CETh Ha 000PYA0BaHMM, ObIBIIEM
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B yIOTpe6ieHNH, 11e1eco06pasHo MCII0Ib30BaTh BEPCHIO ITPOrPaMMHOTO obecrieye-
HMS TOCTapine. DTO He JO/DKHO CTaTh ITPO6IEMOil, TaK KakK Bbl OyfieTe BBITONHSTh
dbyHgameHTabHbIE 3a/1aUV KOHOUTYPUPOBAHMSI, KOTOPbIE He ITpeTepIieBaloT u3Me-
HeHUit B TeueHMe MHOTUX jieT. O6opynoBanme CiSCo CIYKUT [IONTO, M MHOTHME CETU
paboTaloT Ha 3TOM 0OOPYIOBAHNUM JOJITMeE TOnbl. JIaske MpearnouTuTeIbHee HauaTh
¢ 6os1ee MIM MeHee CTapoii Bepcum, Tak UYTO He paccTpamBaiiTech, eCJin y Bac He ca-
Mas rocieaHss U rojHas sepcust 10S.

MHOKeCTBO OpraHu3aluii paboTaeT ¢ MCIT0Ib30BaHMeM KaK CTaporo, Tak M HOBO-
ro o6opymoBanms Cisco. Hoeiimee o6opymoBanne Tpebyet Bepcun I0S He HUKe 15,
a 006opymoBaHue IocTapiiie MOXKeT paboTaTh Ha Bepcuu 12 uan gaxke 6osiee paHHel .
B ocHoBHOM pasznuunbie Bepcum [0S cOBMeCTUMBI, TaK, HAII[pUMep, KOMMYTATOD,
paboraroniuii mop yripasieHueM Bepcuy [0S 12.4, mokeT 6e3 mpo6ieM B3auMOgEeli-
CTBOBATb C KOMMYTaTOPOM, yIpaBjisieMbIM Bepcueii I0S 15. OmsTh ke, Tak Kak Bbl
OymeTe BBIIOIHSITH QyHIaMeHTaJbHbIE 3aJaUul KOHPUIYPHUPOBAHMS, TO MOXKeETe 00-
HapYXKUTh, UTO BCe, UTO paboTaeT it HoBejiiiero ooopymoBanus Cisco ¢ IOS Bepcun
15, Takke paboTaeT ¥ Ha CTapOM, IIOTPEITAHHOM KOMMYTATOPe ITOJ YIIpaBaeHeM
onepatonHoi cucremsl I0S 12.4. Ho s1 ckoHIleHTpHMpyoch Ha 10S 15. Eciv BeI nc-
ToJIb3yeTe APYTYI0 BepCUIo, IIPOCTO YUMUTHIBAliTe, UTO HEKOTOPbIe KOMaHAbl MOTYT
MMeThb He3HAUMUTeIbHbIe OTIINYMS, HO S He Oyy aKIleHTMPOBATh Ha 9TOM BHUMAaHME.

1.4. OHNANH-PECYPCbI

[y Tomy4yeHMsl TIOJIHBIX MHCTPYKLMIA 10 HACTPOJKe Ballleil CUCTEMBI LIeTKHUTE
MBIIIbIO IO cchuike Source Code Ha caiiTe www.manning.com/books/learn-cisco-
network-administration-in-a-month-of-lunches. Eciu y Bac BO3HMKAIOT BOIIPOCHI
v pobIieMsl, moceTute GOpyMm, MOCBSIIIEHHBI 3TO KHUTE, CChUIKA Ha KOTOPBIA
omy6JIMKOBaHA Ha TOM JKe cajiTe.

1.5. 3AMEYAHME NO MOUM PEKOMEHOALMAM

HekoTopble KoMIaHuM 6AUTENBHO CIensT 32 06HOBIeHusIMu Cisco 1 MEeHSIIOT 060-
pyZoBaHMe AJis1 MOAAepskKKY nocyienHux Bepcuii I0S. Y Ipyrux TOT >Ke camblii MapIi-
pytusaTop paboraet 10 j1eT, ¥ KOTIa OH BBIXOIUT U3 CTPOSI, CETEBOI aIMMHUCTPATOD
uiieT B IHTepHeTe 00BSBIEHNS O MPOoJaske Moep>kaHHOTO 060PYIOBaHMUS B ITOMC-
Kax MIeHTUYHO Mojiesin. Bbl HUKOT/IA He 3HaeTe, C YeM IPUAETCS CTOIKHYThCS, T0-
9TOMY S ¥ TIOTIBITAJICSI CBECTH Ha HET 3HAUMMOCTh BEPCUM ITPOTPAaMMHOTO0 obecrieye-
Hus. [TodTy Bce, ueMy Bbl HAYUMUTECH, IPUMEHVMO K JI:000MY MapUIPyTU3aTOPY MU
kKomMmyTatopy Cisco, BHe 3aBMCMMOCTH OT TOTO, paboTalOT OHM B Ballleii TECTOBOIL
cpefie WK B CTPYKTYype MPeIIpUsITHS.

Ewmm BBl pemnTe CaMOCTOSTENIBHO ITOMCKATh 00OPYIOBaHME ¥ IIPOrpaMMHOE
obecrieueHne, TO MOIMPOCTY 3axje6HeTeCh B PhIHOYHOM >KaproHe M TeXHUUYECKUX
MOAPOOHOCTSIX ; HACTOJIBKO IIMPOK AMana3oH npeayioxkennit Cisco. Kommnanus Cisco
BBIITyCKAET YCTPOMCTBA IJIs1 06CTY>KMBaHMST OpraHu3alii BCexX TUIIOB U pasMepoB,
OT HEOOJIBIIIMX Mara3MHYMKOB 10 MHTEPHAIMOHAIbHBIX Kopriopaiuii. CiiegyeT mo-
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HMMAaTh, UTO JaHHasI KHMUTa OXBaTbIBAET JIUIITb MaIyI0 4acThb Bceit aKocucTembl Cisco.
XoTs 3Ta KHUra u cdenaem Bac 3(pheKTUBHBIM aAMUHMUCTpaTOpoM ceTeit Cisco, oHa
He TIPeBPaTUT BaC B MacTepa Mo JII0O0OMY YCTPOIICTBY MJIM MPOTPaMMe CO CJIOBOM
Cisco B Ha3BaHU. B OpraHM3alMOHHON CTPYKType KOMITaHUM KOMMYyTaTOpbI Cisco
MOTYT paboTaTh IO, YIIpaBieHreM He TOJIbKo cucteMbl 10S, HO U cucTeMbl Nexus
(Nexus Operating System, NX-OS). Xots cuctema NX-OS 1 numeet 3HauMTeIbHBIE
OT/IMUMSI OT apxXUTeKTypbl IOS, KOHCOMbHBIE KOHUTYpaIUy IJ1s1 3a/1a4, OTMCAHHBIX
B 9TOJ KHUTe, B GOJIBIIMHCTBE Te ke caMble. HaBbIKY, MPMOOpPETEHHbIE TI0 IPOYTe-
HUU TTOCTeQYIOIUX I7IaB, JerkKo TpaHcaupytoTcs B NX-OS, Tak uTo He roggaBaiTech
Ha TIPOBOKAIMM TeX, KTO TOBOPUT, UTO BbI YIIyCKaeTe HEUTO BaXKHOe, MPUIePKIBa-
scb 10S. Her. IIpaBga Kak pa3 B o6paTHOM. BbI monyunTte GyHIaMeHTaIbHbIe 3Ha-
HMSI ¥ HaBBIKY, KOTOpBIE OyzeTe MPUMEHSTh eXXeqHEeBHO, BHE 3aBUCUMOCTH OT TOTO,
Ha Kakoit rmatdopMe 1 ¢ KaKoit TpOrpaMMHOI Bepcueit mpumeTcs paboTaTh.

1.6. HEMEANEHHO CTATb 3®®EKTUBHBIM
AOMWUHUCTPATOPOM CETEMN

BeposiTHO, y3ke ceityac BbI TOTOBBI HBIPHYTh HEIIOCPEICTBEHHO B IJIaBbl, [TOCBSIIIEH-
HbI€ ITPaKTMUYeCKMM Borpocam. Ho mjis Havasia o6myMaiiTe IBa BOIIPOCA, KOTOPhIE
CTaBSIT B TYIIMK OOJIBIIMHCTBO HOBUYKOB:

O [J1s1 4ero Ha CaMoOM JieJie Hy>KHbI MapIIpPyTU3aTOPbI M KOMMYTATOPbI?

O mouemy ycrpoiictBa umetotT 1 MAC-anpec, u IP-agpec?

B ariemyroieii miaBe s JaM OTBET Ha 006a BOITpOca Py OMMCAaHMM TOTO, Kak pabo-
TaeT ceTb Cisco. Ecm BbI yKe IbITAIMCh OHSTh KOHIEMIIUIO CETU Y HAIIUIA, UTO STO
CJIOKHO ¥ 06eCcKypakuBalole, CJIeayilnas IJiaBa CTaHeT JIJisk Bac MPUSITHBIM CIOp-
MIPU30M.

SI cocraBwmIT 3TY KHUTY TaKMM 006pa3oM, UTOOBI KayKaasi [JaBa yuuia Bac YeMy-HU-
OyIIb TAKOMY, UTO BbI HEMEIJIEHHO MOIJIM Obl IIPMMEHUTD B peajibHO paboTaroniei
CeTU. ITO 3HAUMT, UTO SI YACTO IIPOITYCKAIO VIV JIMIIb CIErka Kacaroch HEKOTOPBIX
TeopeTMYeCKMX OCHOB. YTOOBI HEMEAJIEHHO CTaTh 3G (MEKTUBHBIM CETEBBIM aIMMU-
HMUCTPATOPOM, BbI BOBCE HE IOJDKHBI 00/1aaTh TIyOOKMM IOHMMAHMEM TEOPETH-
YyecKoil KoHUenuum ceteii. Korma Heo6X0aumo, s IPUBOKY TEOPUIO, IIOC/IE TOTO KaK
BbI ITOIIPAKTUKYETECH B TOCTATOUYHOM OObeMe, YTOOBI BbI BUIEJN, KAK COOTHOCUTCS
Teopwusi co cieldUKOIi 3a1a4 agMUHUCTPpUpoBaHus. Korga ecTs BHIOOP MEKAY TEM,
YTOOBI ITOKA3ATh YTO-HUOYIb VIV pacCcKa3aTh YTO-HUOY/Ib, ST BCETA CHAavuasa BbIOW-
paro IoKas3arh. DTO BOBCE HE 03HAYAET, UTO ST He Kacaloch Teopun copceM. Kacaroch,
HO JIXIIb B TOM 06beMe, UTOOBI BbI MOIJIM IIPUMEHUTH TEOPUIO HEITOCPEACTBEHHO
Ha IpaKkTHKe. YUUTHIBANTe, 59Ta KHUTA — JIMIIb CTAPTOBAs TOUKA, M BbI MOXKETE I10-
TPaTUTbh TOABI (UTO MHOIME U J€JAl0T), M3yuas B AeTalIsIX, KaK U [IoUeMy CeTH pa-
60TaloT UMeHHO Tak. Ho, mpexme yem 6e3KaTh, HAI0 HAYYMThCS MM0A3aTh. OISTh Ke,
1IeJIb MO€Ji KHUTU — B TOM, UTOOBI HEMEJIEHHO cAeIaTh Bac 3 (GeKTUBHBIM CETEBBIM
aIMMHMCTPATOPOM, a HEe COBEPILIEHHBIM CITeIaIICTOM B 3TOJ o6iactu. Mtak, 6e3
JaJIbHEMIINX 3a/IePsKeK JaBaiiTe MPUCTYIIMM K IIEPBOMY YPOKY.
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